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Chapter 1. About This Guide

1.1. Copyright Information
This document is copyright (c) 2000-2009 by the various Bugzilla contributors who wrote it.

Permission is granted to copy, distribute and/or modify this document under the terms of the GNU Free Documentation
License, Version 1.1 or any later version published by the Free Software Foundation; with no Invariant Sections, no Front-
Cover Texts, and with no Back-Cover Texts. A copy of the license is included in Appendix D.

If you have any questions regarding this document, its copyright, or publishing this document in non-electronic form,
please contact the Bugzilla Team.

1.2. Disclaimer

No liability for the contents of this document can be accepted. Follow the instructions herein at your own risk. This
document may contain errors and inaccuracies that may damage your system, cause your partner to leave you, your
boss to fire you, your cats to pee on your furniture and clothing, and global thermonuclear war. Proceed with caution.

Naming of particular products or brands should not be seen as endorsements, with the exception of the term
"GNU/Linux". We wholeheartedly endorse the use of GNU/Linux; it is an extremely versatile, stable, and robust
operating system that offers an ideal operating environment for Bugzilla.

Although the Bugzilla development team has taken great care to ensure that all exploitable bugs have been fixed,
security holes surely exist in any piece of code. Great care should be taken both in the installation and usage of this
software. The Bugzilla development team members assume no liability for your use of Bugzilla. You have the source
code, and are responsible for auditing it yourself to ensure your security needs are met.

1.3. New Versions

This is the 3.4.3 version of The Bugzilla Guide. It is so named to match the current version of Bugzilla.

The latest version of this guide can always be found at http://www.bugzilla.org, or checked out via
CVS by following the Mozilla CVS (http://www.mozilla.org/cvs.html) instructions and check out the
mozilla/webtools/bugzilla/docs/ subtree. However, you should read the version which came with the
Bugzilla release you are using.

The Bugzilla Guide, or a section of it, is also available in the following languages: French
(http://www.traduc.org/docs/guides/lecture/bugzilla/), = German  (http://bugzilla-de.sourceforge.net/docs/html/),
Japanese (http://www.bugzilla.jp/docs/2.18/). Note that these may be outdated or not up to date.

In addition, there are Bugzilla template localization projects in the following languages. They may
have translated documentation available: Arabic (http://sourceforge.net/projects/bugzilla-ar/), Belarusian
(http://sourceforge.net/projects/bugzilla-be/),  Bulgarian  (http://openfmi.net/projects/mozilla-bg/),  Brazilian
Portuguese  (http://sourceforge.net/projects/bugzilla-br/), Chinese (http://sourceforge.net/projects/bugzilla-cn/),
French (http://sourceforge.net/projects/bugzilla-fr/), German (http://germzilla.ganderbay.net/), Italian
(http://sourceforge.net/projects/bugzilla-it/), Japanese (http://www.bugzilla.jp/about/jp.html), Korean
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(http://sourceforge.net/projects/bugzilla-kr/), Russian (http://sourceforge.net/projects/bugzilla-ru/) and Spanish
(http://sourceforge.net/projects/bugzilla-es/).

If you would like to volunteer to translate the Guide into additional languages, please contact Dave Miller
(mailto:justdave @bugzilla.org).

1.4. Credits

The people listed below have made enormous contributions to the creation of this Guide, through their writing, ded-
icated hacking efforts, numerous e-mail and IRC support sessions, and overall excellent contribution to the Bugzilla
community:

Matthew P. Barnson <mbarnson@sisna.com>

for the Herculean task of pulling together the Bugzilla Guide and shepherding it to 2.14.

Terry Weissman <terry@mozilla.org>
for initially writing Bugzilla and creating the README upon which the UNIX installation documentation is
largely based.

Tara Hernandez <tara@tequilarists.org>

for keeping Bugzilla development going strong after Terry left mozilla.org and for running landfill.

Dave Lawrence <dkl@redhat .com>

for providing insight into the key differences between Red Hat’s customized Bugzilla.

Dawn Endico <endico@mozilla.org>
for being a hacker extraordinaire and putting up with Matthew’s incessant questions and arguments on
irc.mozilla.org in #mozwebtools

Jacob Steenhagen <jake@bugzilla.org>

for taking over documentation during the 2.17 development period.

Dave Miller <justdave@bugzilla.org>

for taking over as project lead when Tara stepped down and continually pushing for the documentation to be the
best it can be.

Thanks also go to the following people for significant contributions to this documentation: Kevin Brannen, Vlad
Dascalu, Ben FrantzDale, Eric Hanson, Zach Lipton, Gervase Markham, Andrew Pearson, Joe Robins, Spencer Smith,
Ron Teitelbaum, Shane Travis, Martin Wulffeld.

Also, thanks are due to the members of the mozilla.support.bugzilla
(news://mews.mozilla.org/mozilla.support.bugzilla) newsgroup (and its predecessor,
netscape.public.mozilla.webtools). Without your discussions, insight, suggestions, and patches, this could never have
happened.
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1.5. Document Conventions

This document uses the following conventions:

Descriptions

Caution

Hint or Tip
Note
Warning

File or directory name

Command to be typed

Application name

Normal user’s prompt under bash shell
Root user’s prompt under bash shell
Normal user’s prompt under tcsh shell
Environment variables

Term found in the glossary

Code example

This documentation is maintained

Appearance
Caution
Don’t run with scissors!
Tip: For best results...
Note: Dear John...
Warning

Read this or the cat gets it.

filename

command

application

bash$

bash#

tcsh$

VARIABLE

Bugzilla

<para> Beginning and end of paragraph

</para>

in DocBook 4.1.2 XML format. Changes are best

submitted as plain text or XML diffs, attached to a bug filed in the Bugzilla Documentation
(https://bugzilla.mozilla.org/enter_bug.cgi?product=Bugzilla&component=Documentation) component.
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2.1. Installation

Note: If you just want to use Bugzilla, you do not need to install it. None of this chapter is relevant to you. Ask your
Bugzilla administrator for the URL to access it from your web browser.

The Bugzilla server software is usually installed on Linux or Solaris. If you are installing on another OS, check Section
2.5 before you start your installation to see if there are any special instructions.

This guide assumes that you have administrative access to the Bugzilla machine. It not possible to install and run
Bugzilla itself without administrative access except in the very unlikely event that every single prerequisite is already
installed.

Warning

The installation process may make your machine insecure for short periods of time. Make sure there is a
firewall between you and the Internet.

You are strongly recommended to make a backup of your system before installing Bugzilla (and at regular intervals
thereafter :-).

In outline, the installation proceeds as follows:

1. Install Perl (5.8.1 or above)
Install a Database Engine
Install a Webserver

Install Bugzilla

Install Perl modules

AN T

Install a Mail Transfer Agent (Sendmail 8.7 or above, or an MTA that is Sendmail-compatible with at least this
version)

7. Configure all of the above.

2.1.1. Perl

Installed Version Test:

perl -v

Any machine that doesn’t have Perl on it is a sad machine indeed. If you don’t have it and your OS doesn’t provide
official packages, visit http://www.perl.com. Although Bugzilla runs with Perl 5.8.1, it’s a good idea to be using the
latest stable version.
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2.1.2. Database Engine

Bugzilla supports MySQL, PostgreSQL and Oracle as database servers. You only require one of these systems to
make use of Bugzilla.

2.1.2.1. MySQL

Installed Version Test:

mysgl -V

If you don’t have it and your OS doesn’t provide official packages, visit http://www.mysql.com. You need MySQL
version 4.1.2 or higher.

Note: Many of the binary versions of MySQL store their data files in /var. On some Unix systems, this is part of
a smaller root partition, and may not have room for your bug database. To change the data directory, you have to
build MySQL from source yourself, and set it as an option to configure.

If you install from something other than a packaging/installation system, such as .rpm (Redhat Package), .deb (Debian
Package), .exe (Windows Executable), or .msi (Microsoft Installer), make sure the MySQL server is started when the
machine boots.

2.1.2.2. PostgreSQL

Installed Version Test:

psqgl -V

If you don’t have it and your OS doesn’t provide official packages, visit http://www.postgresql.org/. You need Post-
greSQL version 8.00.0000 or higher.

If you install from something other than a packaging/installation system, such as .rpm (Redhat Package), .deb (Debian
Package), .exe (Windows Executable), or .msi (Microsoft Installer), make sure the PostgreSQL server is started when
the machine boots.

2.1.2.3. Oracle

Installed Version Test:
select * from v$version

(you first have to log in into your DB)

If you don’t have it and your OS doesn’t provide official packages, visit http://www.oracle.com/. You need Oracle
version 10.02.0 or higher.
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If you install from something other than a packaging/installation system, such as .rpm (Redhat Package), .deb (Debian
Package), .exe (Windows Executable), or .msi (Microsoft Installer), make sure the Oracle server is started when the
machine boots.

2.1.3. Web Server

Installed Version Test: view the default welcome page at http://<your-machine>/

You have freedom of choice here, pretty much any web server that is capable of running CGI scripts
will work. However, we strongly recommend using the Apache web server (either 1.3.x or 2.x), and
the installation instructions usually assume you are using it. If you have got Bugzilla working using
another web server, please share your experiences with us by filing a bug in Bugzilla Documentation
(https://bugzilla.mozilla.org/enter_bug.cgi?product=Bugzilla&component=Documentation).

If you don’t have Apache and your OS doesn’t provide official packages, visit http://httpd.apache.org/.

2.1.4. Bugzilla

Download a Bugzilla tarball (http://www.bugzilla.org/download/) (or check it out from CVS) and place it in a suitable
directory, accessible by the default web server user (probably “apache” or “www”). Good locations are either directly
in the web server’s document directories or in /usr/local with a symbolic link to the web server’s document
directories or an alias in the web server’s configuration.

Caution

The default Bugzilla distribution is NOT designed to be placed in a cgi-bin directory. This includes any
directory which is configured using the scriptalias directive of Apache.

Once all the files are in a web accessible directory, make that directory writable by your web server’s user. This is a
temporary step until you run the checksetup.pl script, which locks down your installation.

2.1.5. Perl Modules

Bugzilla’s installation process is based on a script called checksetup.pl. The first thing it checks is whether you
have appropriate versions of all the required Perl modules. The aim of this section is to pass this check. When it
passes, proceed to Section 2.2.

At this point, you need to su to root. You should remain as root until the end of the install. To check you have the
required modules, run:

bash# ./checksetup.pl —--check-modules

checksetup.pl will print out a list of the required and optional Perl modules, together with the versions (if any)
installed on your machine. The list of required modules is reasonably long; however, you may already have several of
them installed.
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The preferred way of installing Perl modules is to use the install-module.pl script on Unix, or PPM on Windows
(see Section 2.5.1.2). If for some reason you need to install the Perl modules manually, see Appendix C. For instance,
on Unix:

bash# perl install-module.pl <modulename>

Tip: Many people complain that Perl modules will not install for them. Most times, the error messages complain
that they are missing a file in “@INC”. Virtually every time, this error is due to permissions being set too restrictively
for you to compile Perl modules or not having the necessary Perl development libraries installed on your system.
Consult your local UNIX systems administrator for help solving these permissions issues; if you are the local UNIX
sysadmin, please consult the newsgroup/mailing list for further assistance or hire someone to help you out.

Note: If you are using a package-based system, and attempting to install the Perl modules from CPAN, you
may need to install the "development” packages for MySQL and GD before attempting to install the related Perl
modules. The names of these packages will vary depending on the specific distribution you are using, but are
often called <packagename>-devel.

Here is a complete list of modules and their minimum versions. Some modules have special installation notes, which
follow.

Required Perl modules:

o N AN B W
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.CGI3.21

. Date::Format (2.21)

.DBI (1.41)

. DBD::mysql (4.00) if using MySQL
. DBD::Pg (1.45) if using PostgreSQL
. DBD::Oracle (1.19) if using Oracle

. Template (2.22)

. Email::Send (2.00)

. Email::MIME::Modifier (1.442)

Optional Perl modules:

1.
2.
3.
4.
5.
6.
7.

GD (1.20